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Abstract 

The purpose of this research was to investigate the effect of privacy awareness on security concerns, privacy 

awareness and security concerns on trust, and privacy awareness, security concerns and trust on information 

sharing in social media platforms. This research employed a quantitative method. Data were collected from a 

sample of 500 public university students, in the age range of 18-29 years old. Data were collected using a 

questionnaire as an instrument and the selection of respondents was made using the systematic street-intercept 

method. Covariance-based Structural Equation Modeling (CB-SEM) was used to analysed the obtained data. The 

findings revealed that privacy awareness (PA) significantly predicts security concerns (SC). Both PA and SC turn 

out to be significant predictors of trust. However, the effect of PA is positive, while SC is negative. Only PA and 

trust significantly affect the information sharing (IS), not SC. Trust is more likely to increase the willingness to 

share information, but the higher the SC, the less likely for the students to share information. In conclusion, to 

promote IS on social media platforms, trust should be built among the users. Despite that privacy awareness could 

reduce the willingness to share information, it plays a critical role to build trust. In implication, to win and secure 

the online users, the online service providers and sellers should overcome the trust and privacy issues.  
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INTRODUCTION 
 

Social media is an important tool and easy path for everyone to communicate and exchange 

information with each other and yet, it exposes the users especially young individuals to the 

risk of online data privacy and security including data misuse, scams, and cyber-bullying 

(Nurul Madiha & Mohd Azul, 2015; Vemprala & Dietrich, 2019; Willoughby and Mark, 2018; 

Yuen Meikeng & Clarissa Say, 2018). The global social media penetration rate was reported 

to be around 49 per cent, East Asia was ranked first with a penetration rate of 71 per cent 

(Clement, 2020), and Southeast Asia’s maximum social penetration rate was in Malaysia, 

which was listed in the top five countries worldwide (Bernama, 2019), highlighting Malaysia 

as being in a very risky position to deal with privacy issues and being the top five target for 

cybercrime (Haris, Sarijan, & Hussin, 2017; Reddy & Reddy, 2019; Yuen Meikeng et al. 2018). 
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Hence, to avoid becoming a victim of a personal data breach, it is important for social media 

users to must be concerned of the dangers of personal information sharing on platforms for 

social networking and make the right decision to disclose personal information only when 

needed. That is, it is crucial to understand what drives individuals to share information.  

To date, many studies examining this phenomenon, but there is still a lack of clear 

understanding of why individuals disclose despite privacy and security concerns remain 

(Kolotylo-Kulkarni, Xia & Dhillon, 2021). Despite extensive empirical evidence on perceived 

privacy, security, and trust on social media, most of the studies tend to link with social media 

usage (JithiKrishna, et. al, 2015; Sriratanaviriyakul, et al 2017) or issues of e-commerce context 

(Jai & King, 2016) as the ultimate outcome. Few studies have performed to investigate into the 

impact of perceived privacy, security, and trust on desire to disclosure of information 

(Kolotylo-Kulkarni et al., 2021). It is; therefore, this research seeks to determine the effect of 

privacy awareness on security concerns, the effect of privacy awareness and security concerns 

on trust and the effect of privacy awareness, security concerns and trust on information sharing 

in social media platform. 

 

LITERATURE REVIEW 

Theoretical Framework 

The formulation of the research framework is guided by two major theories which are “Social 

Exchange Theory” (SET) and “Communication Privacy Management” (CPM) theory. 

According to Social Exchange Theory (SET), the main purpose of it to maximize better 

benefits and reduce costs and this social behavior is the outcome of an exchange process 

(Gouldner, 1960; Homans, 1961). That is, people would then consider the potential rewards 

and pitfalls of the forming social connections. Individuals have a higher tendency to continue 

the connection when the benefits exceed the hazards, and put an end when the risks outweigh 

the rewards (Surma, 2016). Social exchange does occur on the online platform (Hall, et al. 

2010). Comparing online and offline relationships, the platform of social networking sites offer 

people the chance to maintain social connections at low-cost which appear to be the appropriate 

site for social exchange (Surma, 2016). In deciding to share or not to share the information 

online, people also gauge the derived benefits of such sharing (Hall, et al. 2010). That is, 

whenever the benefits gained are greater than the costs incurred, individuals are more willing 

to disclose their private details.  

On the other hand, Communication privacy management (CPM) theory asserts that 

individuals have specific rules in the decision made to disclose and protect private information 

(Sandra Petronio & Rachael Hernandez, 2019). As per CPM theory, people truly believe that 

they own their personal information, hence they have the power to govern it (Petronio, 2004). 

People set limits to preserve the information they consider private since disclosing private 

information to others would pose a certain level of risk. By setting privacy rule boundaries, 

people can maintain the balance between their desire for privacy and the necessity of disclosing 

particular private information (Kisekka, Bagchi-Sen, & Raghav Rao, 2013). Hence, in deciding 

whether to share personal data on social media, individuals would create security and privacy 

preferences that they later use in order to either keep out of sight or expose their personal 

information (Kisekka, et al. 2013).   
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Accordingly, the theories suggest that in understanding the wiliness to share personal 

information, it is critical to understand how individuals set the boundaries on privacy, security, 

and trust issues, in which individuals are more possibly to share the information if all the 

boundaries are resolved.  

Explication of Constructs 

According to Zlatolas, Welzer, Heričko, and Hölbl (2015), the degree to which users are 

informed about privacy issues, infractions, and policies on social networking sites is known as 

privacy awareness while Padyab, Päivärinta, Ståhlbröst and Bergvall-kåreborn (2019) define it 

as the level of users’ consciousness of privacy issues and violations, and also with social media-

related privacy practices. Similarly, Ampong et al. (2018) relate privacy awareness to the 

knowledge of people and their perception of the privacy options accessible on social media. 

Accordingly, in this research, privacy awareness is referred to as how much the respondents 

are notified about the online privacy practices.  

Security concerns refers to individual’s concerns about the safety of their private details 

against stealing the personal data on social media platforms, in which users who are really 

concerned about security problems can configure different security settings in social 

networking application including restricting viewers from looking at their personal information 

(Joe, 2014; Zhang & Gupta, 2016). Besides, security concerns can be defined as the beliefs of 

individuals regarding the hazards and possible negative effects of information disclosure 

(Baruh et al., 2017; Zhou & Li, 2014; Cho et al., 2010). Thus, in this research, security concerns 

are regarded as the beliefs that the respondents hold about the risks and possible negative 

effects of online information sharing.  

According to Gefen's definition from 2002, trust is the ability to make yourself 

vulnerable to the actions taken by the reliable party based on a sense of confidence or assurance. 

Grazioli and Jarvenpaa (2000) refer to trust as people's belief that others will act according to 

people's expectations, while Dhami, et al., (2013) define trust as a person’s belief in the social 

media platform capability that is risk-free to share information or execute any function. 

Therefore, in this research, trust is meant as the respondents’ faith that sharing information also 

performing any task on social media platforms is risk-free. 

Information sharing can be defined as providing details to others and getting 

information that has been offered by the information sender are the two main components of 

the process of information sharing (Savolainen, 2017). According to Paramarta et al. (2019), a 

person's intention to disclose personal information on a platform for social netwroking is 

known as information sharing. On the other side, information sharing which can be defined as 

the voluntary act of making information held by one entity available to another entity (Masele, 

2022). Thus, in this research, information sharing refers to the willingness of students’ to make 

their information available to another entity over a social media platform. 

Hypothesis Development 

A study involving Facebook users also disclosed that an increased level of awareness regarding 

privacy issues lead to improved trust in the service providers and for that they are willing to 

share even more about themselves on the platform (O’Bien & Torres, 2012; Hoadley et al., 

2010). Paramarta (2019) also showed that increased awareness of privacy is more likely to 

increase a user’s trust level. Even Saleh et al. (2016) that studied the youngsters, demonstrated 

that users’ awareness of privacy is positively associated with trust. Gupta and Dhami (2015) 
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showed that there is a positive relationship between perceived privacy and perceived trust, 

suggesting that users' trust level rises when they are given enhanced security when accessing 

their profiles.  

In addition, Paramarta et al. (2019) showed that increased security will increase a user’s 

trust level, while Shin (2010) highlighted that trust is significantly impacted by both security 

and privacy. That is, the improved feelings of privacy and security would lead to an improved 

perception of trust. Therefore, it could be expected, privacy awareness and security concerns 

will significantly affect the trust. Hence, in this research, it is hypothesized that: 

H1: Privacy awareness has a significant effect on trust toward social media sites. 

H2: Security concerns have a significant effect on trust toward social media sites. 

Users who possess high privacy awareness tend to maximize the privacy features that 

have been provided by platform for social networking, to protect information about them, 

which may result in more careful behaviour whenever they are engaged online (Paramarta, et 

al., 2019; Tuunainen, et al. 2009). Zlatolas et al. (2015) found a negative outcome of privacy 

awareness on information sharing, indicating that users will be less willing to disclose 

information as a result of increased awareness about privacy issues. However, other studies 

revealed that an individual who is knowledgeable about privacy issues tends to have control 

over their privacy which consequently increases the readiness to share personal details via 

social networking sites (Padyab, et al. 2019; Paramarta, et al., 2019). It was also highlighted 

that social media users that have high individualism are more concerned about potential privacy 

interruption and seem to be quite willing to keep their personal information safe, which leads 

to share less of their personal information online (Cho et al., 2009). As a consequence, it could 

be expected of a significant effect of privacy awareness on willingness to share information on 

social media. Hence, it could be hypothesized that: 

H3: Privacy awareness has a significant effect on information sharing on social 

media sites. 

Almadhoun, Dominic and Woon (2011) showed that a security guarantee does not make 

the users feel safe and secure to share sensitive information about themselves over the SNSs 

and that they are reluctant to share their personal data. Nevertheless, Gupta and Dhami (2015) 

demonstrated that users' interest in sharing information on social media platform such as 

Facebook grows if they are given higher level of internet security. Along a similar line, Kayes, 

Kourtellis, Bonchi and Iamnitchi (2015) revealed that enabled security settings are more likely 

to induce the users to engage more in the online platform and share information, while 

Paramarta et al. (2019) showed that if an individual has authority over the social media 

platform's security settings, their willingness to disclose information on social media might 

increase as they feel secure. Thus, it could be believed that security concerns have a significant 

effect on the willingness to share information on the online platform. Hence, it is hypothesized 

that: 

H4: Security concerns have a significant effect on information sharing on social 

media sites. 

Users’ trust in social media sites is a vital determinant of information sharing (Shin, 

2010). However, the direction of the impact is rather varied. On one hand, it was stated that 

despite higher-level trust on the site, the users will not be encouraged to post personal 

information on social networking sites (McKnight, D.H., Lankton, N. & Tripp, J., 2011). 
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However, a study by Taddei, et al. (2013) clearly showed, the stronger trust on the social media 

site, the higher the preference for users to share information. Dhami et al. (2013) also identified 

a positive connection between users' trust and the intention of users to share information. 

Similarly, Gupta and Dhami (2015) showed users’ trust will raise their readiness to share 

information. Accordingly, it could be expected the significant effect of trust on information 

sharing. Henceforth, the current research developed the following hypothesis: 

H5: Trust has a significant effect on information sharing on social media sites. 

Perceived privacy is often confused with perceived security, and used interchangeably 

in many past studies (Shin, 2010). In particular, perceived privacy relates to the awareness of 

how personal information should be handled online such as which dare is typically revealed a 

profile is created, where personal data will be stored, how data will be used and the possibilities 

of privacy breaching, while security concerns refer how users perceived the technological 

practices and approaches used by online social networking providers to assure that the personal 

details of users is managed effectively as well as free from risk (Flavián & Guinalíu, 2006). In 

past studies, the relationship between these two variables has been established. Specifically, in 

developing a model for the acceptance of SNSs based on trust, Shin (2010) revealed the positive 

effect of perceived privacy on perceived security. Along a similar line, Sriratanaviriyakul et al. 

(2017) showed that privacy has a positive significant impact on security. Thus, based on the 

above arguments, it could be expected of a significant effect of privacy awareness on security 

concerns. Therefore, it could be hypothesized that: 

H6: Privacy awareness has a significant effect on security concerns on social media 

sites. 

Figure 1 depicts the hypothesized relationships to be tested in this research. 

 
Figure 1: Proposed conceptual framework (Source: Developed for the research) 

 

METHODOLOGY 
 

The research aims to produce empirical evidence on the roles of privacy awareness, security 

concerns as well as trust in influencing the tendency to share information on online media sites. 

Hence, this research adopted a quantitative approach, the most appropriate method to quantify 
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the data and conclusive evidence which is based on representative samples (Malhotra, 2002). 

This research has been done in Selangor which is considered the Malaysian state with highest 

percentage of internet users (Malaysian Communications and Multimedia Commission, 2017). 

The unit used for this analysis is individual.  

The population of this research is social media users in Selangor, Malaysia. Given that 

younger adults in the age range of 18 to 29 years old have the highest likelihood to use social 

media (Perrin, 2015), the sample of this research was composed of social media users aged 

from 18 - 29 years old. Since most of the social media users between the age ranges of 18 to 

29 can be found in universities, this research took place in four public universities in Selangor. 

To select the sample, a systematic random sampling technique was used. Specifically, every 

tenth student that enter the main entrance of the universities was chosen as the sample.   

Based on a total number of 264,820 students at four public universities in Selangor 

(Ministry of Education, 2019), 384 is suggested for minimum size of sample to represent its 

population (Krejcie and Morgan, 1970). However, considering the requirement to meet the 

recommended size of the sample for conducting data analysis of structural equation modelling 

(SEM) (Hair et al. 2012), the nonresponse and other constraints, the addition of 30% was made 

to the sample size (Fairbairn & Kessler, 2015). Accordingly, 500 was set as the adequate 

sample size for this research.  

For data collection, a set of questionnaire was used as an instrument. The questionnaire 

was divided into two parts, Part A contains items to measure the constructs such as privacy 

awareness, security concerns, trust, and information sharing, while Part B is comprised of 

demographic questions. All the items in Part A were adapted from past research. In particular, 

items to measure privacy awareness were adapted from Ampong et al. (2018), Zlatolas, Welzer, 

Heričko and Hölbl (2015) and Krasnova, H. et al. (2010), and security concerns from 

Tuunainen, Pitkänen and Hovi (2009), Dinev, T. Hart, P (2006), and Zlatolas, Welzer, Heričko 

and Hölbl (2015), trust from Fogel and Nehmad (2009), and Dwyer, Roxanne Hiltz, Passerini, 

and Roxanne (2007), and information sharing from Zlatolas et al. (2015), Aljohani, Nisbet, and 

Blincoe (2016) and Beldad (2015).  

To revise the questionnaire and validate the measurement items, two pilot tests were 

conducted involving two groups of people i.e., the experts and the potential respondents 

(Saunders et al. 2009). The experts consisted of a panel of two academicians that hold a PhD 

in Business Information Systems and Industrial Technology Management at Sultan Idris 

Education University. Based on the experts’ feedback, several items were reworded, and 

instructions were simplified. Next, a pilot study was also conducted with 100 respondents as 

suggested by Hertzog (2008) for several improvements like clarity, validity, and reliability of 

the questionnaire. Specifically, the validity is achieved through the exploratory factor analysis 

(EFA) with a Kaiser-Meyer-Olkin (KMO) test of 0.764, significant Bartlett’s Sphericity test 

value and total variance explained of 56.52, while reliability is achieved when the Cronbach’s 

alpha values were all above 0.7.  

Due to the Covid-19 pandemic, the data collection process took about 13 months to 

complete, i.e., from February 2021 to February 2022 at the universities. Participation of the 

respondents was voluntary and anonymous, and all the data obtained were treated with strict 

confidentiality. Covariance-based Structural Equation Modeling (CB-SEM) was used to test 

the hypotheses.  
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RESULTS 

Profile of Respondents 

Based on Table 1, a total of 401 questionnaires were generally returned where the number of 

distributed questionnaire was 500, which represented a response rate of 80.2%. However, 28 

responses were incomplete with more than 10% of the items left unanswered (Hair, et al., 2010). 

Hence, the 28 responses were excluded, and the remaining 373 responses (valid response rate 

of 74.6%) have been used for further data analysis. The highest number of the respondents 

were female (72.4%) and Muslim (78%), along with average age of 22.28 years old. Bachelor’s 

degree students were reported the highest participated respondents with a percentage of 61.1% 

and followed by the Postgraduate degree students with the percentage of 21.2%. Most of the 

respondents spent more than 3 hours a day on social media (52.3%) and prefer Instagram 

(42.6%), over Facebook (28.7%), Twitter (21.2%) and other platforms (7.0%). 

Table 1: Respondents’ Profile 

  Frequency Per cent Mean Std. Deviation 

Gender Male 103 27.6   

 Female 270 72.4   

Religion Islam 291 78.0   

 Buddha 34 9.1   

 Hindu 15 4.0   

 Christian 24 6.4   

 Other 4 1.0   

Age 18 years  5 1.3 22.28 2.963 

 19 years  57 15.3   

 20 years  78 20.9   

 21 years  48 12.9   

 22 years  46 12.3   

 23 years  27 7.2   

 24 years  22 5.9   

 25 years  25 6.7   

 26 years  18 4.8   

 27 years  17 4.6   

 28 years  14 3.8   

 29 years  16 4.3   

Education Diploma/ 

Certificate 

66 17.7 3.03 0.623 

 Bachelor’s 

degree 

228 61.1   

 Postgraduate 

degree 

79 21.2   

Time spent on 

social media 

(per day) 

One hour 42 11.3 3.13 1.062 

Two hours 63 16.9   

Three hours 73 19.6   

More than 

three hours 

195 52.3   

Preference 

social media 

platform 

Facebook 107 28.7 1.92 0.731 

Instagram 159 42.6   

Twitter 79 21.2   

Other 26 7.0   
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Preliminary Analysis 

 

Examination of the missing values reveals no missing values, indicating that no responses 

should be excluded. Inspection of the skewness and kurtosis results found that there’s no values 

beyond the threshold of ±2 (Garson, 2012a), satisfying the univariate normality. However, the 

Mardia’s coefficient of multivariate kurtosis shows a value of 144.061 with the critical ratio of 

44.759, which is excessively high than the acceptable point of not exceeding 1.96 (Garson, 

2012a), implying multivariate non-normality.  

As to reduce the multivariate nonnormality, deletion of extreme outliers is required. 

Hence, an inspection of standardized z scores (thresholds of ±4) and Mahalanobis distance 

(threshold of p1<0.001) was conducted. Since no values exceeded ±4, there are no univariate 

outliers (Hair et al., 2010), but Mahalanobis distance reveals 37 extreme cases, which need to 

be deleted (Kline 2011). The deletion of 37 observations merely causes about 7.4 per cent of 

data loss but improves the multivariate non-normality. Despite the nonnormality, since the 

extreme non-normality has been reduced, the available data are an acceptable representative of  

the general population (Gao et al., 2008). Hence, the remaining data of 336 are used for further 

analysis. Furthermore, the inter-construct correlations and factor loadings are all below 0.9, 

which indicates no multicollinearity issues (Garson 2012a; Hair et al. 2010).  

The possibility of common method bias exists when collecting cross-sectional data 

from a single informant using the same questionnaire (Bhattacherjee 2012; Cater & Cater 2010; 

Podsakoff et al. 2003). Thus, to check on the bias, Harman’s single-factor method was used 

(Podsakoff et al. 2012). Exploratory factor analysis was performed which shows that a single 

factor solution only explains 24.929 per cent of the variance (Table 2), indicating the 

nonexistence of common method bias (Gaskin 2012b; Podsakoff et al. 2003). 

Table 2: Harman’s Single-factor Test (EFA Results) 

Component 
Initial Eigenvalues Extraction Sums of Squared Loadings 

Total % of Variance Cumulative % Total % of Variance Cumulative % 

1 5.235 24.929 24.929 5.235 24.929 24.929 

 

Using the confirmatory factor analysis (CFA), the single model shows a poor fit 

compared to the proposed model (Table 3), which assures the nonexistence of common method 

bias (Zaefarian et al. 2013).  

Table 3: Comparing Model Fit Indices  

Goodness-of-fit 

Statistics 

Harman's single-factor 

Model 

Proposed Model AcceptableValue* 

χ2(df, p) 2237.060 (209, 0.000) 465.528 (183, 0.000) Significant 

χ2 /df 10.704 2.544 1 to 5 

CFI 0.254 0.896 > 0.9 

TLI 0.251 0.881 > 0.9 

RMSEA 0.170 0.068 < 0.08 

* Acceptable values are based on Schumacker & Lomax (2004), Reisinger & Mavondo (2007), Hair 

et al. (2010), Garson (2012a), Gaskin (2012b) and Bagozzi & Yi (2012) 
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The Measurement Model’s Validation 

The measurement model fit is determined using this research analysed by χ2, normed χ2, 

comparative fit index (CFI), Trucker-Lewis index (TLI), Goodness of fit index (GFI), root 

mean square error of approximation (RMSEA), and standardized root means square residual 

(SRMR) are still below the considered acceptable levels of a model fit. According to Table 4, 

the initial model fails to achieve the acceptable fit. To improve the goodness-of-fit (GOF), the 

standardized regression weight (factor loading), standardized residual covariance matrix and 

modification indices were evaluated. The GOF is only achieved with the deletion of two items 

(PA8 and IS3) due to low loading and correlating the e9 and e10 due to high modification 

indices.  

Table 4: Goodness-of-fit (GOF) Indices 

GOF statistics χ2 (df,p) χ2/df CFI TLI GFI RMSEA SRMR 

Acceptable value* Significant at α = 0.05 1-5 > 0.9 > 0.9 > 0.9 < 0.08 < 0.08 

Initial GOF 465.528 (183, 0.000) 2.544 0.896 0.881 0.880 0.068 0.0681 

Final GOF 318.094 (145, 0.000) 2.194 0.933 0.921 0.906 0.060 0.0574 

* based on Schumacker & Lomax (2004), Hair et al. (2010) and Garson (2012a) 

 

Once the GOF is achieved, the measurement model’s reliability and validity are 

checked. Refer to Table 5 for results. The construct reliability ranges from 0.720 to 0.883, 

establishing the internal consistency with values above 0.7. To confirm the convergent validity, 

the standardized factor loadings and average variance extracted (AVE) were examined. The 

AVE values for PA and T are more than the criterion of 0.5, while AVE for SC and IS are 

below the cutoff of 0.5 (Hair et al., 2010). Since the AVE that is less than 0.5 is considered 

acceptable as long as the construct reliability is greater than 0.6 (Fornell and Larcker, 1981), 

the convergent validity is considered satisfied. What is more, the convergent validity is 

established as the standardized factor loadings for all constructs greater than 0.5. Next, the 

discriminant validity was examined by comparing the square root of the AVE with the 

corresponding inter-construct correlations (IC). The results show that the square root AVE for 

all constructs is larger than their IC, establishing the discriminant validity (Ramayah et al. 2010; 

Chiu & Wang 2008; Fornell & Larcker 1981). 

Table 5: Evaluation of the Measurement Model Inter-construct 

 Convergent Validity Discriminant Validity 

Constructs CR AVE MSV PA SC T IS 

PA 0.883 0.653 0.151 0.808    

SC 0.866 0.449 0.151 0.389 0.670   

T 0.821 0.605 0.154 0.144 -0.128 0.778  

IS 0.720 0.393 0.154 -0.280 -0.196 0.392 0.627 

Note: 

AVE = average variance extracted = Σ squared loadings/n, 

CR = construct reliability = (Σ loading)2/[( Σ loading)2 + Σ (1-factor loading2] 

*** denotes a significant at p < 0.001, MSV represents maximum shared variance. 
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Hypotheses Testing 

As depicted in Table 6 and Figure 2, goodness-of-fit (GOF) for the structural model is achieved, 

i.e., significant χ2=279.914 (df=128, p=0.000), χ2/df=2.187 is below 5, CFI=0.937, GFI=0.913 

and TLI=0.924 are above 0.9 and, RMSEA=0.060 and SRMR=0.0558 is lower than 0.08. 

For the first equation, the R2 is 0.06, indicating that 6.0 per cent of the variation in trust 

can be explained by privacy awareness (PA), and security concerns (SC). Further, at the 

significance level of 0.05, both the PA and SC have a statistically significant effect on trust (p-

value < α), in which PA has a positive effect on trust (β=0.273, p<α), while SC has a negative 

effect on trust (β=-0.227, p<α). Hence, the higher the PA, the higher the trust in the platform 

for social networking and vice versa, but the higher the SC, the lower the trust in the social 

media platform and vice versa. Thus, both H1 and H2 are supported. 

As for the second equation, the R2 value shows that 27.0 per cent of the variation in 

information sharing (IS) is explained by privacy awareness (PA), security concerns (SC) and 

trust (T). In particular, the PA has a significant negative effect on IS (β =-0.400, p<0.05), SC 

does not have a significant effect on IS (β=-0.020, p>0.05), and trust has a significant positive 

effect on IS (β=0.447, p<0.05). Hence, H3 and H5 are supported but not H4. The findings 

imply that the higher level of PA, the less likely for students to share information on the social 

media platform, but a higher level of trust on social media platforms is more likely to increase 

the willingness to share information on social media. 

Finally, the outcomes show that 17 per cent of the variation in SC is explained by PA. 

specifically, PA significantly and positively affects SC (β=0.464, p<0.001). Thus, H6 is 

supported. Accordingly, the outcomes indicate that the higher level of PA, the more likely the 

student is to be concerned about the security aspects of social media platforms. 

Table 6: Summary of the Hypotheses Testing 

 

Hypotheses 
Hypothesized 

path 

Standardized 

estimation 
P-value Result 

R2 (T) = 0.06 

H1 

 

PA → T 

 

0.273 

 

0.001 

 

Supported 

H2 SC → T -0.227 0.003 Supported 

R2 (IS) = 0.27 

H3 

 

PA → IS 

 

-0.400 

 

0.000 

 

Supported 

H4 SC → IS -0.020 0.796 Not supported 

H5 T → IS 0.447 0.000 Supported 

R2 (SC) = 0.17 

H6 

 

PA → SC 

 

0.464 

 

0.000 

 

Supported 

Note: 

IS - information sharing, PA -privacy awareness, SC - security concerns, T - trust 
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Figure 2: The Proposed Structural Model’s Test Results 

 

DISCUSSION AND CONCLUSION 

Overall, five out of six hypothesized relationships are supported. In particular, it is supported 

that students’ privacy awareness would increase their concerns with the security aspects of the 

social media platform, and both the privacy awareness and security concerns will significantly 

impact the level of trust towards social media. While privacy awareness increases the trust level, 

security concerns decrease the trust level. Privacy awareness along with trust influence the 

users willingness to share personal information on social media, in which privacy awareness is 

less likely to induce the willingness, but a higher level of trust is more likely to increase the 

willingness to share information. As for the security concerns, it has no significant effect on 

the willingness to share personal information. 

Hence, the findings support the previous findings on the positive effect of perceived 

privacy on perceived security (Shin, 2010; Sriratanaviriyakul et al., 2017). That is, the higher 

the understanding and awareness of the online privacy aspects, the users tend to view the 

security issues of social media more favourably.  

Besides, the findings support the past findings on the significant effect of privacy 

awareness and security concerns on trust. That is, the findings concur with past studies on the 

positive effect of privacy awareness on trust (Gupta & Dhami, 2015; Hoadley et al., 2010; 

O’Bien & Torres, 2012; Paramarta, 2019; Saleh et al., 2016), in which higher level of 

awareness about privacy issues is possibly to increase the trust level in the social media service 

providers.  

However, the findings partially supported the past studies on the effect of security 

concerns on trust. While past studies revealed the positive effect of security concerns on trust 

(Paramarta et al., 2019; Shin, 2010), the results of the present study reveal the opposite. That 

is, the more favourable perception that the users have about the security of the social networks, 

the less likely for the users to put trust over the online media platforms. It may be that the 
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security aspect that social media has made publicly fails to convince users of the ability of 

social media to guarantee the safety of users so that they do not place high trust.  

With respect to the willingness to share information online, the findings support the 

past studies that the more the users are informed about privacy, the less they want to share their 

personal details on social media (Cho et al., 2009; Zlatolas et al., 2015), but the stronger trust 

on the social media site, the higher the preference for users to share information (Gupta & 

Dhami, 2015; Singh et al., 2013; Taddei, et al., 2013). As for the security concerns, the findings 

refute the past studies (Gupta & Dhami, 2015; Kayes, Kourtellis, Bonchi & Iamnitchi, 2015; 

Paramarta et al., 2019) by pointing out the insignificant effect on the willingness to share 

information. That is, a security guarantee does not seem to make the users feel totally safe and 

secure in sharing sensitive information about themselves (Almadhoun, Dominic & Woon, 

2011).   

Thus, the findings provide fresh insights and a deeper understanding of how privacy 

awareness, security concerns and trust influence university students to share their personal 

information on social media platforms. Besides, it also reveals the three key elements that 

influence or hinder disclosure, allowing the pertinent parties to put in place the proper security 

measures to preserve their clients' privacy, lessen their perception of risk, and encourage 

disclosure (Kolotylo-Kulkarni et al., 2021). 

This research is limited by the sample used that is focused on only university students, 

in a limited area of Selangor, which generalization of the findings should be made with caution. 

To increase the explanatory power of the framework, future studies may replicate this study 

but need to broaden the sample to include actual consumers. 
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