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Abstract

ChatGPT has taken the world by storm in recent years with its ability to interact and respond in a ‘human way’ form.
Despite the warm reception, there are also concerns regarding integrity, plagiarism and worry about too much reliance
on ChatGPT. Nevertheless, just like with other technologies, resistance is futile, yet its benefit must be embraced while
maintaining some guidelines to be adhered. This paper presents the implementation of ChatGPT in teaching and
learning theoretical parts of Introduction to Networking course. Though this is a laboratory-embedded course, the
cognitive skills part still contributes to 40% of the assessment. It is challenging to maintain engagement and attract the
attention of students during lecture sessions compared to laboratory sessions. Therefore, ChatGPT is utilized in various
techniques to achieve the mentioned objective.
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INTRODUCTION

The usage of technology in education, in particular the teaching and learning process is not something new.
Transitioning from simply utilizing software or gadget, Artificial Intelligence (Al) has also been
incorporated into educational methods. ChatGPT (Generative Pre-trained Transformer) however has been
garnering special attention in recent years.

ChatGPT is created by OpenAl by employing Al to produce text that resembles human writing. It
is beneficial for a variety of activities thanks to its friendly way in responding to prompts. It can also be
taught to carry out particular duties, such as finishing a conversation you've started or responding to
inquiries. Higher education especially benefits from ChatGPT as it could assist with brainstorming and
writing. The model can learn about the required styles and formatting of a paper. Consequently, it will be
able to offer suggestions and adjustments to enhance the writing's coherence and clarity [1].

Another attractive feature of ChatGPT is the ability to cater personalized or individualized learning.
Anyone can learn at their own pace and still be able to obtain immediate response from ChatGPT.
Technology is used in personalized learning to adapt education to the specific requirements and skills of
each student, including those with disabilities; making the learning process faster and more successful [1,
2].

This paper tackles the challenging aspect to ensure engagement and capture the attention of students
during the lecture session. The lecture session is important to convey the theories for cognitive skills. For
the theoretical part, instead of just going through slides and doing tutorials the conventional way, ChatGPT
is used as an alternative medium. Instead of exploring the dos and don’ts of using ChatGPT, this paper
focuses on how to utilize it for interactive teaching and learning process.
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LITERATURE REVIEW

Reference [3] summarizes five primary advantages of ChatGPT which include the ability to create learning
assessments, improve pedagogical practice, provide virtual one-on-one coaching, develop outlines, and
brainstorm ideas. However, there are some potential concerns such as academic integrity, unfair evaluation,
incorrect information, and excessive dependence on Al. However, [4] argued that evolution in assessment
methods is inevitable. Universities have witnessed the implementation of online exams, indicating
preparedness to handle Al which has become more prevalent. Just like there was unnecessary concern that
people’s numeracy skills may deteriorate when calculators came into the picture, students and academics
have been using online grammar checkers, encyclopedias, and dictionaries for quite some time.

ChatGPT possesses significant potential for educators and educational institutions to enhance the
instruction and evaluation of second and foreign languages, One instance is that it can be a personal
language tutor with instant feedback compared to human tutors who could take more time to respond [5].
Productivity and efficiency can also be increased in the educational process through ChatGPT. According
to the data obtained by interviews conducted in [6], ChatGPT could assist users find ideas and information
online, translate written content, and provide different questions to help them comprehend a topic better.

A study conducted in [7] aims to examine the perspectives of various stakeholders, such as students
and educators, on the use of artificial intelligence namely ChatGPT in teaching mathematics. ChatGPT’s
ability was tested to solve mathematic equations, the limit of functions, and geometry. Meanwhile, various
methods for measuring and evaluating education are examined in [8]. The methods include test purpose
specification and determination, test blueprint development, test item generation/development, test item
assembly/selection, test administration, test scoring, interpretation of test results, test analysis/appraisal, and
reporting.

An electrical magnetism class in the United Arab Emirates was specifically selected to investigate
the perceptions of eleventh-grade students about ChatGPT. Two groups were randomly selected, one
experimental group having access to ChatGPT and the other control group without having any access to
ChatGPT. The findings have shown that ChatGPT improved student performance and views of their
electrical magnetism education [9].

METHODOLOGY

Based on the literature review, teaching and learning activities that are suitable to the nature of the subject
are identified. The related classroom activities are then applied or planned. Evaluation can be done based
on the instructor's or student’s perception. For the time being, this work currently does not investigate the

students’ perceptions; therefore, this will become the future works. All the processes are done continuously
as the related works will keep emerging over time and need to be studied. The methodology employed is

shown in Fig. 1 below.
Literature
Review

/! N

Identify

Gy
activities

Fig. 1 Methodology

53



EDUCATUM JSMT Volume 12 Number 1 (2025)- In Press
ISSN 2289-7070 / e-ISSN 2462-2451(52-59)
https://ejournal.upsi.edu.my/index.php/EJSMT/index

RESULT AND DISCUSSION

This section outlines the identified teaching and learning activities for teaching computer networking by
using ChatGPT.

Asking Question for Expected Answer

The first implemented activity is about manipulating the response by ChatGPT. Instead of directly asking
ChatGPT, the students should have the initial knowledge and ability to verify the facts. Students are required
to ask questions that will provide the desired answer. For the first chapter, which is about Open Systems
Interconnection (OSI) Seven Layers, students aim for ChatGPT to answer a specific OSI layer. The students
need to be able to come up with a question that gives the expected answer. For instance, students can ask:
What is the lowest OSI layer to obtain Physical Layer as the response. Some of the questions designed by
the students are shown in Table 1 below:

Table 1 Designed questions for ChatGPT

Expected Response Question
Physical Layer Could you please explain and give name about the first
layer of OSI Model?

Data Link Layer What is the name of layer that uses protocol to describe

methods for exchange data frames between device in OSI
model?
Network Layer What is the name of the layer that exchanges the data
between identified devices?
Transport Layer Talking about OSI model, which layer is responsible
for delivery a data between devices?
Application Layer What is the layer that is closest to the end user?

The students shared their designed questions in the assigned Padlet as shown in Fig. 2.

Podel

Ask éhalGPT (ECE242 Chapter 1)

Physical Layer i Data Link Layer i Network Layer i Transport Layer Application Layer

Couldyou plesseexplain | What dossthenameof  © I Whatwas the name of the © what was the name of the Wihat kind of ayer that
and gives name about the layer that use protocal to Iayer that exchange the data layer that defines services to §  always transmits the data
first layer OSI Model? describe methods for between identified devices? segment, transfer and that we apen?

exhange data frames reassemble the data?

in0SL t yerof ! Wihatis the ayer that
0SIMoel? and what doesit — Talking about osi madel contains protocols used for
do? which layer is responsibe PraGeSS 1o process
for delivery a data hetween communication?
How do you remember the devices?
third layer of OSI madel? whatisthe layerthatis
In 0SI madel what layer closest to the end user?
that define services to
segment

model

Fig. 2. Padlet for asking ChatGPT activity
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Meanwhile Fig. 3 shows one of the responses given by ChatGPT to a designed question.

E What is the name of layer that uses protocol to describe methods for exchange data frames
between device in OSI model?

The layer that uses protocols to describe methods for exchanging data frames between
devices in the OSI model is Layer 2, also known as the Data Link Layer. This layer is
responsible for the reliable transfer of data frames between nodes on the same network
segment, using a variety of protocols such as Ethernet, Wi-Fi, and others. It also provides
error detection and correction mechanisms to ensure the integrity of the data being

transmitted.

Fig. 3. Sample of ChatGPT’s response

As shown in Fig. 3, the response given by ChatGPT is quite lengthy instead of just stating the OSI layer’s
name. This helps reaffirms the students’ understanding of the related content. This activity is in line with
the reverse searching technique mentioned in [10]. Reverse searching allows students to attempt to use
outputs to locate references and supporting data for ChatGPT-generated content.

Suggestion of Games

The second activity is closely related to ChatGPT’s ability to generate lesson plans. The Introduction to
Networking course contains many protocols that are quite abstract to grasp. Analogies are often given during
lecture to help the students visualize the operation of the protocol. With ChatGPT, the instructor could ask
suggestion of games for teaching certain protocol, for instance Carrier Sense Multiple Access / Collision
Detection (CSMA/CD). The answer given is very interesting and practical as shown in Fig. 4.

N how to teach CSMA/CD using game

CSMA/CD (Carrier Sense Multiple Access with Collision Detection) is a protocol used in
computer networks to control access to a shared transmission medium, such as an Ethernet

cable.

One way to teach CSMA/CD using a game is to create a simulation that models the behavior

of network nodes on a shared medium. Here's an example of how such a game could work:

"

. Divide the participants into groups, with each group representing a network node.

o

. Assign each group a starting position on a playing field representing the shared

transmission medium.

@

. Place a token (such as a ball) on the field, which represents the data packet that needs to

be transmitted.

'S

. Explain to the participants that each group needs to transmit the token to a specific

destination node at the other end of the field.

o

. Start the game, and instruct the participants to move the token towards the destination

node by passing it from one group to another.

)

. At random intervals, stop the game and declare that a collision has occurred. To simulate

a collision, have multiple groups attempt to transmit the token at the same time.

Fig. 4. Suggested game for teaching CSMA/CD

The instructor also prompted ChatGPT about suitable games to teach OSI model. The response is
depicted in Fig. 5.

55



EDUCATUM JSMT Volume 12 Number 1 (2025)- In Press
ISSN 2289-7070 / e-ISSN 2462-2451(52-59)
https://ejournal.upsi.edu.my/index.php/EJSMT/index

[

how to teach OSI model using game

The 0S| (Open Systems Interconnection) model is a conceptual model that describes how
data is transferred between different devices in a computer network. Here's an example of

how you could teach the OSI model using a game:

1. Divide the participants into teams, with each team representing one layer of the OS|

model.

[S]

. Explain that each team is responsible for a specific function in the netwerk
communication process, and that their role is to ensure that data is transmitted smoothly

from one layer to the next.

(4]

. Provide each team with a set of cards or objects that represent the data being

transmitted. For example, you could use playing cards, post-it notes, or small toys.

b

Instruct the first team (Layer 1, the Physical Layer) to transmit their data to the next team
(Layer 2, the Data Link Layer). They should do this by passing their cards or objects to the

next team in a specific manner that represents the functions of Layer 1.

o

. Layer 2 then performs their functions, such as error detection and correction, and passes
the data to Layer 3 (the Network Layer). Each team should describe their functions as

they pass the data along.

o

Continue this process until the data reaches the final layer, Layer 7 (the Application

Layer).

Before ChatGPT, the instructor used Google search engine to discover possible games for lessons.
However, the instructor needed to explore many websites and devised the game on their own compared to
having detailed suggestion in single response generated by ChatGPT. This certainly makes the preparation
for teaching and learning easier. It is really important for teachers to develop and include interactive

Fig. 5. Suggested game for teaching OSI model

classroom activities to enhance pedagogical practices [3].

Suggestion for Group Activities

ChatGPT can also be utilized to propose group activities during lesson. The following prompt was given:
“Create group activities to discuss about real world issue in computer networking.” ChatGPT responded
with three options: case study analysis, simulation exercise and debate. The details are shown in Fig. 6.
at loss to come up with idea for making the class more interesting. The

Sometimes the instructor is

suggestions serve as starting point which can be expanded by instructor.

1

o

Here are three group activities to discuss real world issues in computer networking:

. Simulation exercise: In this activity, provide the group with a simulated network

. Debate: In this activity, divide the group into two teams and assign them opposing

Case study analysis: In this activity, divide the group into smaller groups and provide each
group with a real-world case study related to computer networking issues. For example, a
recent security breach at a major company due to a vulnerability in their network
infrastructure. Ask each group to analyze the case study, identify the key issues, and
propose possible solutions. Afterward, bring all the groups together and have each group

present their findings and discuss the pros and cons of the proposed solutions.

infrastructure and task them with identifying and troubleshooting various issues. The
issues can be related to security, performance, or scalability. The group can work
together to analyze the network, identify the issues, and propose solutions. Afterward,

discuss the different solutions proposed and the trade-offs associated with each.

viewpoints on a current issue related to computer networking. For example, one team can
argue in favor of the implementation of IPv6, while the other team argues against it. Each
team can research and prepare arguments to support their viewpoint. During the debate,
each team presents their arguments and responds to the other team's arguments.
Afterward, the group can discuss the different viewpoints and the merits of each

argument.

Fig. 6. Suggested group activities
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Certainly, ChatGPT can be used to promote collaboration and teamwork between participants with
the help of effective teaching tactics. It has the potential to be used as a tool for creating various scenarios
in which students collaborate to solve problems and accomplish objectives. Students can support and learn
from one another in this way, helping to develop a sense of community [4].

Assessment Component

Assessment is also another potential aspect that can be handled by ChatGPT [11]. However, Introduction
to Networking course relies heavily on designated Course Outcome-Program Outcome alignment for its
assessment. Therefore, should ChatGPT be used, careful and clear setup must be given before proceeding.
For instance, Introduction to Networking course involves group project which includes project management
and financial skills. ChatGPT could assist in designing rubrics for this particular evaluation. As shown in
Fig. 7, ChatGPT is requested to create an assessment rubric for project management and financial skills.

=
H create assessment rubric for project management and financial skills

Certainly! Here's an example of an assessment rubric for evaluating project management

and financial skills:
Assessment Rubric: Project Management and Financial Skills
Criteria Excellent (5) Good (4) Fair (3) Poor (2) Very Poor (1)

1. Project Planning and Organization
* Ability to define project scope, objectives, and deliverables
* Skill in creating project schedules and timelines
* Proficiency in identifying and allocating project resources
* Capacity to develop risk management strategies
2. Budgeting and Cost Control
* Competence in creating project budgets and cost estimates
* Understanding of cost drivers and ability to control costs
* Skill in tracking project expenses and financial resources
* Ability to identify and manage cost-saving opportunities
3. Financial Forecasting and Analysis
* Ability to analyze financial data and make accurate projections
* Proficiency in creating financial forecasts for the project
* Skill in conducting financial risk analysis and mitigation

* Capacity to evaluate project financial viability and sustainability

4. Procurement and Vendor Management

Fig. 7. Sample assessment rubric

ChatGPT lists possible criteria to be evaluated along with the scales. Only the suitable criteria are
selected by the instructor with respect to the project question and marks allocations.

To avoid plagiarism and integrity issue, students can also be assigned with tasks of checking the
answers provided by ChatGPT. To gather complete and appropriate information, students must conduct
numerous searches, thus they must have the essential abilities to come up with satisfactory results. Every
checking process must be documented as evidence of the students’ efforts. On the other hand, the instructor
could generate texts for certain assignment using ChatGPT. The students are expected to analyse the text
(i.e., information), check its accuracy, criticise it, look for more relevant texts, synthesise it, and build on it
[10].

Despite the capability of ChatGPT to assist students and educators in a variety of ways, it cannot
totally replace human connection [12]. Even though ChatGPT may ease the task for instructors in creating
lessons, rubrics, and quizzes; any Al-generated resource still needs to be verified and customized to their
own instructional situations [13].

However, simply banning the usage of ChatGPT is not a practical option. It is widely available and
very easy to access and obtain. As ChatGPT is an Al-based tool that has unprecedented availability and
level of sophistication, rules and regulations must be identified carefully. The rules must be customized
accordingly based on a person’s role. For example, a student may have different code of conduct compared
to an instructor or a personnel [14].
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CONCLUSION

To improve students’ cognitive skills for Introduction to Networking course, some activities are derived
through assistance of ChatGPT. In addition, these activities are also expected to make the teaching and
learning process more interactive and engaging. The plan for implementation of these activities is outlined
in this paper. However, the effectiveness with respect to students’ grades has not yet been evaluated. Further
study can be conducted after the semester concludes and the final marks are obtained.
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